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We research countermeasures against
various types of attacks conducted in
cyberspace. The themes are:
automating loT security inspections,
implementing CPU-embedded anomaly
detection mechanisms, forecasting
cyber attack, and so on.
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selection 4 We focus on specific threats, investigate
— ffzﬁﬁ attack methods and previous research, and propose
REAR B new countermeasures. To clarify the effectiveness of these
countermeasures, we build the system and evaluate the countermeasures.
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As a security measure for loT devices, we developed a CPU
with built-in antivirus functionality utilizing machine learning,
and we clarified the following points. 1) CPU internal
information can be used for attack detection. 2) Machine
learning method suitable for attack detection. 3) How to
connect CPU and machine learning circuit. 4) Calculating the
scale and power consumption of the detection circuit. 5)
Methods for miniaturizing detection circuit. 6) How to retrain
the detection circuit. 7) Prototype implementation using FPGA.
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